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DETAILED ACTION 



Pursuant to USC 131, claims 1-39 are presented for examination. 



Specification 



2. The disclosure is objected to because of the following informalities: there is 
inconsistency on page 30, on the description of element 160 described as "phone line" and 
"secure channel" and element 162 described as both courier service and ordinary mail. 

Applicant is requested to carefully review the application to correct any similar errors. 



2. 1 The abstract of the disclosure is objected to because of the "means" expression on line 
13, Correction is required. See MPEP § 608.01(b). 

Applicant is reminded of the proper language and format for an abstract of the disclosure. 

The abstract should be in narrative form and generally limited to a single paragraph on a 
separate sheet within the range of 50 to 150 words. It is important that the abstract not exceed 
1 50 words in length since the space provided for the abstract on the computer tape used by the 
printer is limited. The form and legal phraseology often used in patent claims, such as "means" 
and "said," should be avoided. The abstract should describe the disclosure sufficiently to assist 
readers in deciding whether there is a need for consulting the fiill patent text for details. 

The language should be clear and concise and should not repeat information given in the 
title. It should avoid using phrases which can be implied, such as, "The disclosure concerns," 
"The disclosure defined by this invention," "The disclosure describes," etc. 



3. Claim 15 is objected to because of the following informalities: "A method as defined in 
claim 15" needs to be corrected to avoid rendering the claim indefinite. Appropriate correction 
is required. 



Claim Objections 
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Art Unit: 2136 

Claim 11 is objected to because of the following informalities: in order to avoid 
rendering the claim indefinite, the term "capable of should be corrected. Appropriate correction 
is required. 



4. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and 
distinctly claiming the subject matter, which the applicant regards as his invention. 

Claim 24 is rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite for 

failing to particularly point out and distinctly claim the subject matter which applicant regards as 

the invention. 

4. 1 Regarding claim 24 the phrase "a computer-readable medium at least partially separate 
from the computer readable medium of claim 23" renders the claim indefinite because the claim 
includes elements not actually disclosed (those encompassed by " at least partially separate "), 
thereby rendering the scope of the claim unascertainable. 



5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject matter 



Claim Rejections - 35 USC § 112 



Claim Rejections - 35 USC §103 
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sought to be patented and the prior art are such that the subject matter as a whole would have 
been obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains. Patentability shall not be negatived by the manner in which 
the invention was made. 

5. 1 Claims 1-25 are rejected under 35 U.S.C. 103(a) as being unpatentable over US Patent 
5,799,088 to Raike in view of Bruce Schneier; Applied Cryptography; 1996 by John Wiley & 
Sons; Second Edition; Pages 311-313. 

5.2 As per claims 1, 13, 22-24, Raike substantially teaches a method and system for 
protecting an electronic file from unauthorized access, copying or alteration, comprising: (a) 
providing a plaintext file that includes blocks of original binary data to be encrypted, said blocks 
having a given length and a maximum possible integer value, for example (see column 1 5, Hnes 
15-55); (b) providing a key K that meets the recitation of first key that includes a number of 
indexed integer values selected from a set bounded below by 0 or 1 and above by the maximum 
possible integer value of the blocks of binary data to be encrypted, for example (see column 14, 
line 45 through column 15, hne 10); (c) providing R or D that meets the recitation of second key 
that includes a number of indexed integer values selected from a set bounded below by 0 and 
above by the predetermined number of indexed integer values included in the first key, for 
example (see column 14, lines 7-45); (d) providing a key algorithm that relates the first and 
second keys together, for example (see column 14, lines 45-55); (e) selecting from the plaintext 
file a block of binary data to be encrypted, for example (see column 15, lines 15-55); (f) Raike 
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discloses using value from the second key into the first key to generate one or more values of K 
that meets the recitation of selecting, according to the key algorithm, an integer value from the 
second key and (g) inputting, according to the key algorithm, the integer value selected from the 
second key into the first key so as to obtain one or more integer values, for example (see column 
14, lines 28-67); (h) performing an XOR process on the block of original binary data using the 
one or more integer values obtained from the first key so as to generate a block of encrypted 
binary data, for example (see column 15, lines 1-15); and (i) repeating steps (e)-(h) until a 
desired portion the plaintext file has been encrypted so as to yield a ciphertext file including 
blocks of encrypted binary data, for example (see column 15, lines 3-40). It is apparent to one 
skilled in the art that the disclosure of Raike meets the recitation of the limitations of claim 1 . 
Minor variations can be performed by one skilled in the art as Raike mentions. Schneier in an 
analogous art teaches a block algorithm with use of masks as one of the unique features wherein 
numbers are derived from the key table that are used to select the tables in a given fijnction 
within a given round. Both the value of the data and the masks are used together to select the 
fiinction tables, which provides security against attacks, for example (see pages 311-313). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention 
was made to modify the method of Raike to provide the option of selecting, according to the key 
algorithm, an integer value from the second key and (g) inputting, according to the key 
algorithm, the integer value selected from the second key into the first key so as to obtain one or 
more integer values as taught by Schneier. This modification would have been obvious because 
one skilled in the art would have been motivated by the suggestions provided by Schneier so as 
to provide additional security against attacks. 
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As per claims 2-6, Raike discloses the limitation of size variation of the plaintext and 
key data to be encrypted that meets the recitation of wherein the blocks of original binary data to 
be encrypted are one byte in length and have a maximum numeric value of 255 and wherein the 
integer values included in the first key are selected from a set bounded below by 0 or 1 and 
bounded above by 255, and wherein the integer values contained in the first key and the second 
key are random or pseudo-random numbers, for example (see column 17, lines 1-67; column 15, 
lines 15-55 and column 14). Raike also discloses variation in key length modulo operation etc. 
that meets the recitation of wherein the number of integer values obtained from the first key and 
used in encrypting the block of original binary data is determined by a remainder value generated 
by dividing the integer value selected from the second key by a predetermined divisor, wherein 
the number of integer values within the first key is 2048, wherein the number of integer values 
within the second key is 2048, and wherein the predetermined divisor used to generate the 
remainder value is 20, for example (see column 18, lines 1-42). It is apparent that one skilled in 
the art can use any mathematical algorithm for the size and selection of keys and integer values 
without departing from the spirit and scope of the invention disclosed by Raike. 

As per claim 7, Raike discloses the limitation of wherein the first integer value selected 
from the second key when encrypting the first block of original binary data is selected 
from index position 0, for example (see column 16, lines 21-67 and column 18, lines 1-42) and 
discloses selecting index position using mathematical algorithm. Such technique is known in the 
art as it is disclosed for example in US Patent 5,131,039. Raike fixrther discloses imposing 
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restriction or condition on byte position selection, for example (see column 17, lines 49-67 and 
column 23, lines 9-35). Therefore, it would have been obvious to one skilled in the art to modify 
the algorithm of Raike to update each immediately preceding index position by the value of the 
immediately preceding block of encrypted binary data and then selecting the integer value 
contained in the updated index position, provided when a number exceeds the highest possible 
index position the index position is reset to 0. This modification would have been obvious 
because one skilled in the art would have been motivated by the suggestions provided by Raike 
so as to achieve different security objective, for example (see column 15, lines 24-65 and column 
23, lines 9-67). 

As per claim 8, Raike discloses the limitation of wherein the XOR process is modified 
so that it is not commutative, for example (see column 15, Unes 24-45). 

As per claims 9-10, Raike discloses the limitation of further including the step of storing 
the ciphertext file together with the first key so as to yield an encrypted file wherein the 
encrypted file is stored in a manner so as to have a unique suffix appended to the name of the 
encrypted file and thereby identify the encrypted file as being of a unique file type, for example 
(see column 16, lines 3-9 and column 14, lines 19-45; and column 17, line 63 through column 
18, line 10). 

As per claim 11, Raike discloses the Hmitation of further including the steps of sending 
to a decrypting party the encrypted file of the unique file type and providing the decrypting party 
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with software capable of decrypting the encrypted file, so as to yield at least a portion of the 
plaintext file and outputting data corresponding to information contained within the plaintext 
file, for example (see column 18, line 40 through column 19, line 3; see also column 19-20 for 
decryption details). 

As per claim 12, Raike discloses the limitation of wherein the software limits or 
prevents copying alteration or sending of the information contained within the plaintext file by 
the decrypting party, for example (see column 17, line 63 through column 18, line 10 and 
column 21, lines 1-10). 

As per claims 14-15, Raike discloses the limitation of wherein the ciphertext and first 
key are provided to the decrypting party by means of a transmission by an encrypting party over 
the Intemet, for example (see column 31, lines 30-47). Secure transfer through the Internet using 
HTTPS is well known in the art. 

As per claims 16-17, Raike discloses the limitation of using secure storage for 
distribution of key and key algorithm, and also discloses using secure transfer for secure data and 
authorization data and the use of password to retrieve keys that meets the limitations of and 
wherein the second key and key algorithm are provided to the decrypting party as part of a 
computer-readable medium, wherein the second key is provided to the decrypting party by 
means of a password protected login procedure over a secure Hne between the decrypting party 
and an encrypting party, for example (see column 31, lines 2-67). 
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As per claims 18-20, Raike discloses the limitation of performing file encryption and 
also discloses that the invention can be implemented in voice data and further discloses 
generating keys from a drawing pattern, for example (see column 31, hnes 2-67). . It is obvious 
that the invention can be implemented with a graphic file or any file format known in the art, for 
example (see US Patent 6,01 1,849). 

As per claims 21, 25, Raike discloses the limitation of using a unique key to the 
plaintext file, for example (see column 21, lines 45-63 and column 22, line 25-30 and (see 
column 16, lines 3-9 and column 14, lines 19-45; and column 17, line 63 through column 18, line 
10). 

6. Claims 26-39 are rejected under 35 U.S.C. 103(a) as being unpatentable over US Patent 
5,799,088 to Raike in view of US Patent US Patent 5,809,145 to Slik et aL. 

6. 1 As per claims 26 and 32, Raike substantially teaches a method and system for 
protecting an electronic file sent over the Intemet from unauthorized access, copying or 
alteration, comprising: (a) encrypting a plaintext file using an encryption algorithm, a public 
key, and a private key so as to generate a ciphertext file, for example (see column 14); (b) storing 
the ciphertext file together with the public key so as to yield a composite file of a unique file 
type, for example (see column 16, hnes 3-9 and column 14, hnes 19-45; and column 17, line 63 
through column 18, line 10); (c) sending the composite file to an authorized decrypting party 
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over the Internet, for example (see , for example (see column 31, lines 30-47); Raike discloses 
generating the private key and discloses providing algorithm together with the public key 
provided as part of the composite file, allow the decrypting party to at least partially decrypt the 
ciphertext file and restore at least a portion of the plaintext file, for example (see column 14, 
lines 21-55). Slik et al. in an analogous art teaches (d) separately providing the decrypting party 
with the private key and a decryption algorithm corresponding to the encryption algorithm 
which, together with the public key provided as part of the composite file, allow the decrypting 
party to at least partially decrypt the ciphertext file and restore at least a portion of the plaintext 
file, for example (see column 17, line 35 through column 18, line 57) with of the many 
advantages to prevent the unlocking of datasets on unauthorized computers, for example (see 
column 3, paragraphs 50-67). Therefore, it would have been obvious to one of ordinary skill in 
the art at the time the invention was made to modify the method of Raike to separately provide 
the decrypting party with the private key and a decryption algorithm as taught by Slik et aL. 
This modification would have been obvious because one skilled in the art would have been 
motivated by the suggestions provided by Slik et al. so as to prevent the unlocking of datasets on 
unauthorized computers. 

As per claims 27-28, 29-31, 34, and 35, Slik et aL in an analogous art teaches wherein 
the private key and decryption algorithm are integrated together as part of a restricted output 
algorithm which inhibits or prevents copying, alteration and sending of the restored portion of 
the plaintext file, wherein the plaintext file digitally represents information contained in a 
tangible document and wherein the restricted output algorithm includes an algorithm for 
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outputting at least a portion of the information contained in the tangible document to allow 
customers to preview before purchasing and to verify that the customer is permitted to have 
access to the data, for example (see column 7, line 31 through column 8, line 39). Therefore, it 
would have been obvious to one of ordinary skill in the art at the time the invention was made to 
modify the method of Raike to provide the limitation wherein the private key and decryption 
algorithm are integrated together as part of a restricted output algorithm which inhibits or 
prevents copying, alteration and sending of the restored portion of the plaintext file as taught by 
Slik et aL This modification would have been obvious because one skilled in the art would have 
been motivated by the suggestions provided by Slik et aL in order to allow customers to preview 
before purchasing and to verify that the customer is permitted to have access to the data, for 
example (see column 7, line 31 through column 8, line 39). 

Claims 33 and 39 recite some of the limitation found in claims 26-27. Therefore, claims 
33 and 39 are rejected on the same rationale as the rejection of claims 26-27. 

Claims 36-38 recite the same limitations as claims 17 and 21 . Therefore, claims 36-38 
are rejected on the same rationale as the rejection of claims 17 and 21 . 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure as the art discloses the use of protecting electronic file from unauthorized access. 
US Patent: 6,011,849 Orrin 
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US Patent Publication 



US 2002/0184485 



Dray JR. et al. 



7. 1 Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Carl Colin whose telephone number is 703-305-0355. The 
examiner can normally be reached on Monday through Thursday, 8:00-6:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 703-305-9648. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is 703-305-3900. 



Carl Colin 



July 26, 2004 



Patent Examiner 
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